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Eduroam - Instructions for standard Microsoft driver in Windows

Vista and Windows 7

For this instruction to work, you have to disable any 3™ party WiFi managers and let

Windows handle your WiFi settings.

First get your EDUROAM (WPA) network secret at:
https://login.sys.kth.se/peap.html

~|l# » Control Panel »

System and Maintenance . User Accounts and Family
Get started with Windows Safety

Back up your computer @ Set up parental controls for any user

@ Add or remove user accounts
Security
Check for updates )

Check this computer's security status
@ Allow 2 program through Windows
Firewall

Appearance and
Personalization

Change desktop background
Customize colors

Adjust screen resolution

. Network and Internet
View network status and tas|
Set up file sharing

- Check network status and change  pguage, and Region
settings, set preferences for sharing joards or other input
files and computers, configure

L/ Hardware and Sound| intemet display and connection,

ZXY' Play CDs or other media aut
Printer
Mouse

- Programs
h | Uninstall a program

Change startup programs

g Mobile PC
s Change battery settings

ay language

secure offline files, and more.

Ease of Access
Let Windows suggest settings
Optimize visual display

Additional Options

i Adjust commonly used mobility |
Uninstall a program settings
—— R —

Control Panel Home

System and Maintenance

View network c{ network settings and set preferences
for sharing files and printers.

othe network | Set up file sharing

Security

* Network and Internet Internet Op(ions

Change your homepage | Manage browser add-ons | Delete browsing history and cookies

Hardware and Sound

Programs

Mobile PC l@ Offline Files
Encrypt your offline files | Manage disk space used by your offline files

User Accounts and Family
Safety

Appearance and
Personalization

‘ Windows Firewall
(@ Turn Windows Firewall on or off | @ Allow a program through Windows Firewall

Clock, Language, and Region

Both 3.3 People Near Me
Additional Options Signin or out of People NearMe | Change People Near Me settings

Sync Center
Sync with other computers, mobile devices, or network folders | View sync results
Resolve sync conflicts

Classic View

|F Infrared
Send or receive afile

Recent Tasks

Uninstall a program

Open “Network and Internet”

Ill

from “Control Pane

Open “Network and Sharing Center”


https://login.sys.kth.se/peap.html
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ek Network and Sharing Center

MBS-PC Internet
(This computer)

View computers and devices

Connect to a network

Manage network connections

Diagnose and repair
& Not connected

Wireless networks are available.
Connect to a network

See also
Infrared
Interet Options

Windows Firewall

|58 <« Networkand Internet » Network and Sharing Center

View full map

Network and Sharing Center

View computers and de
Connect to a network
Manage wireless networks

Set up a connection or network

Manage network connections

Diagnose and repair

(L) ¥ Setupa connection or network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Intemet,

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

. [Manually connect to eless network
=3l Choose this to connect to a hidden network or create a n

See also & Setup awireless ad hoc (computer-to-computer) network

N sl .
ol “M Set up a temporary network for sharing files or an Internet connection
Intémet Options Set up a dial-up connection

hrough a dial- h
A P Connect through a dial-up connection to the Internet.

T
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Enter information for the wireless network you want to add

Network name: eduroam

Security type: lWPAl-Enterprise ']
Encryption type: IAES ']
Security Key/Passphrase: ‘

Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

‘ [1Display characters

Chose “Setup a connection or
Network”

Chose “Manually connect to a
wireless network”

Enter the following settings.
Network name (SSID): eduroam

Network Authentication: WPA2 (or
WPA

if there's no WPA2 in the list)
Data encryption :AES

Click next



Successfully added eduroam

< Connect to...
Open the "Connect to a network” dialog so I can connect.

: * Change connection settings
| Open the connection properties so that I can change the settings.

|

_eduroam Wireless Network properties

Name:

SSID:

Network Type: Access point
Network Availability: ~ All users

Connect automatically when this network is in range

Connect even if the network is not broadcasting

eduroam Weeeless Network propertie
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Epoyptontyse: |AES v

g_meanmmmz

Mcrosoft; Protected LAP FEAY) v | getwngs... |
Mcpnmrbmbmm

10 this metwork

In the next dialog box, chose “Change
connection settings”

Go to the security tab

Use “Encryption type AES”

Network authentication method
Microsoft: Protected EAP.

Click on “Settings”



S Check box "Validate server certificate"
radius-wpa-1.lan.kth.se

Check box "Connect to these servers"
Trusted Root Certification Authorities:

[¥] AddTrust External CA Root . . .
B o Sk o Gt AT Type in the dialog box radius-wpa-1.lan.kth.se
E] DigiCert High Assurance EV Root CA

[T Entrust.net Secure Server Certification Authority
[] Equifax Secure Certificate Authority Check box "AddTrUSt EXte I'nal CA ROOt"
[~ Equifax Secure Global eBusiness CA-1

[] Globalsign Root CA

< 1 |

[7] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

|Semmed e Eop GBI 7] [confire... | Select Authentication Method: “Secured password (EAP-
Enable East Reconnect

[]Enable Quarantine checks MSCHAP VZ)”

|| Disconnect if server does not present cryptobinding TLV

Click "Configure"

EAP MSCHAPV2 Properties S5

Uncheck “Automatically use my Windows logon name

Wi coxndng and password (and domain if any)”

Automatically use my Windows logon name and . .
DEassword (a'ﬂd dorfgmfany), 2 Click OK on each open window to close them.

Lok ][ Cancel |

e

Click on the bubble "Additional information is
required to connect to eduroam”, when it appears.

IS Additional information is required to connect to eduroam. *
“==_ Click to provide additional information and connect

SV [u'C ) 1040

Enter your user name (e.g.nisse@kth.se) and the
network secrect which you retreived from
https://login.sys.kth.se/peap.html

Leave the domain field empty.

Click "OK”

Restart you computer and/ or switch off and on WiFi if
User name: nisse @kth.se needed.

Eassword: ........l

Logon domain:

[]8ave this user name and password for future use



https://login.sys.kth.se/peap.html

Additional settings for Windows 7

®v|§_ﬂ_ <« Metwork and Internet » Metwork and Sharing Center

Control Panel Home . . .
View your basic network inf

Manage wireless networks @'
Cha da etti _

nge adapter settings ITSC-MBS-2540P ¥
Change advanced sharing (This computer)

SeHngs View your active networks

i ug.kth.se

Domain network
Unidentified networ
Public network

Change your networking settings

@ L |hﬂ]] <« MNetwork and Internet » Manage Wireless Networks

Manage wireless networks that use (Wireless Network

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Metwork and Sharing Center

MNetwerks you can view (1)

= eduroam Security: WPA2-Enterprise
!
L ropeies |

‘ @ These settings are managed by your system

administrator,

Security bype: [WPAZ—Enterprise A ]

Encryption bype: [AES i ]

Choose a netwark authentication rethad:
[Microsoft: Protected EAP (PEAP)

| [

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Open Network and Inernet and Manage
wireless network

Right click on EDUROAM and choose Properties

Choose “Advanced settings”



Advanced settings ﬁ

802, 1¥ settings | 502,11 settings

Fast roaming

[C1Enable Pairwise Master Key (PMK) caching:

720

128
This netwark uses pre-authentication Uncheck “Enable Pairwise Master Key (PMK)
: caching”

L

["|Enable Federal Information Processing Standards {FIPS)
compliance for this network

You have now configured Eduroam

Check your IP address configuration should be set to “Obtain an IP address automatically”



